PaccmoTpyM WwabnoH goKyMeHTauuu.

# WEBSERVICE Name: Be6-cepBuc onnaTtbl 3akasoB (Order Payment Web Service)
## OTBETCTBEHHbIV 3a 06CNY)XMBaHNE U NOALEPKKY

- [bxoH [oy: john.doe@example.com

- DokenH CmuT: jane.smith@example.com

## OnucaHue

Be6-cnyx6a Order Payment Web Service oTBeyaeT 3a 06paboTKy NaTeXHbIX NOPYYEHUI B NPUIOXKEHUN yNpaBneHus 3akaszamu. OH obpabaTbiBaeT
BHELLUHWe nnaTeXHble NOPyYeHUs U B3aMMOAENCTBYET C BHYyTPEHHUM MaTeXHbIM LLWIH030M A1 06paboTKu.

## Repository

- [GitHub Repository](https://github.com/example/order-payment-service)
## [lokymeHTauusa API

- [Swagger API Documentation](https://api.example.com/swagger)
## URL-agpeca xocTa Be6-Cny6bl

- TectupoBaHme: https://test-api.example.com

- MpounsBoacTeo: https://api.example.com

## URL-agpeca MOHUTOpUHIra Be6-Cnyxobl

- https://metrics.example.com

## Ccbinka Ha nHcTpykumsa Deployment cepBuca

- https://deploy.example.com

## Changelog



- Bepcus 1.0.0: lNMepBoHayanbHbIN BbINYCK 6€3 METOA,0B

- Bepcusa 1.1.0: [Jo6aBneHa nogaep)xka HOBbIX METOA,0B ONaThl

## [marpaMmma apxuTeKTypbl Be6-cepBuca B KOHTEKCTE BCEro Be6-NPUIIOKEHNS

Manager InternalGateway ‘IAM ‘APlGateway. ILambda_ DynamoDB. SQS_
.manager role .
_—
..................... }
________________________________________ )
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Manager InternalGateway ‘]AM APIGateway | | Lambda | | DynamoDB | | Qs

## [narpaMmma apxuTeKTypbl BHyTpu Beb-cepBuca

User ‘Frontend Backend | Database

R
-
—_—

Uﬁgr ‘Frontend Backend Database

## OYHKUMOHANbLHOCTbL cepBuca

1. 06paboTKa BHELIHUX NNATEXHbIX MOPYYEHNN

2. B3aMMOAeVICTBOBaTb C BHYTPEHHUM MJ1aTeXHbIM LWJTFO30M

## CywWHOCTN N MoZeNib laHHbIX



- MnaTtexHoe nopy4yeHue: BKIOYAET MAEHTUHUKATOP NOPYyYEHUs, MAEHTUDUKATOP KIIMEHTA, CYMMY, BasIlOTY U CNOCo6 onnaTthbl.

. Customer

first_name: varchar
last_name: varchar
email: varchar
created_at: datetime
updated_at: datetime

o id: int (PK)
1

——c

*

. Order

total_amount: decimal
status: varchar
created_at: datetime
updated_at: datetime

e id: int (PK)
customer_id: int (FK)

1

-

0.1

Payment

amount: decimal

status: varchar
payment_method: varchar
created_at: datetime
updated_at: datetime

e id: int (PK)
order_id: int (FK)

## Omarpamma 6usHec-npolecca



Manager

Y
(" Send Payment Order

Y
Process Payment

Y
“Internal Payment Gateway

. :
Confirm Payment

## [narpaMmma NoToKa flaHHbIX

Ui aitied Qe

Upsdaitied Cer Statuss " Oedor Detads Payireiet R quait Payrviet Confarnatisn Uplate S Store Updated Ordr—
e —— Send Payment Order ————————» Process Payment ————————— * Internal Payment Gateway ———————————— —» Confirm Payment —————— » Update Order Stafus ———————————— >

e, Do Dartads CrrcdiEr Dot a

## KoHTponb goctyna

- Ponb MmeHepykepa: [locTyn K MeToAy BHELUHEro naaTexHoro nopyyeHus.

## BHyTpeHHue meToabl API

- sendInternalPayment: O6pabaTbiBaeT nnaTeX BHYTPU CUCTEMbI, CBA3bIBAACH C BHYTPEHHUM MJIAaTEXHbIM LUKO30M.
## BHewHne MmeToabl API

- processPaymentOrder: MprMHMMaeT 3anpochbl Ha NMaTeXHble MOPYYEHUS OT NONIb30BaTENEN C POJIbIO MEHeXepa.

## Takke MOXeTe onucaTb JIOrMKy paboTbl KaXKAoro MeToZia B OTAE/IbHOWM AnarpamMMe anroputma, eciv JIornka crioXxHas (aurpamma nop Kaxablii
MeToj



### KoHeyHana Touka: POST /payment/orders

### AyTeHTndmkaums

- Ona poctyna K APl TpebyeTcs ayTeHTUdUKaLmMa C MOMOLLBIO Kntoya API.

### OrpaHnyeHune CKopocTu

- OrpaHunyeHune ckopocTu Bbi3oBoB API cocTaBnset 1000 3anpocoB B MUHYTY.

[MapameTpbl

MapameTp

order_id

customer_id

amount

currency

payment_method

Authorization

fpe

Body

Body

Body

Body

Body

Header

Ob6a3aTenbHbIN

Yes

Yes

Yes

Yes

Yes

Yes

dopmart

String

String

Number

String

String

API Key

Mpumep

"'l 23"

"456"

100

"USD"

"credit_card"

"Bearer API_KEY_VALUE"

KomMmmeHTapui

Order ID

Customer ID

Amount

Currency

Payment method

API key



[Mpumep 3anpoca:
{
"order_id": "123",
"customer_id": "456",
"amount”: 100,
"currency”: "USD",
"payment_method": "credit_card”
}
CTtaTycCbl OTBETOB:

e 200 OK: Payment was successfully processed

400 Bad Request: Incorrect request data

401 Unauthorized: Invalid API key

403 Forbidden: Access Denied (not a manager)

404 Not Found: Payment method not found

e 500 Internal Server Error: Error in payment processing

MNapameTpbl oTBETa (B BUAE Tabnuubl):

Mapametp [Ipe O6asatenbHbii  dopmar [pumep KomMmmeHTapui

status Body VYes String "success"” or "error” Status of the payment request



Mapametp TIpe O6sisatenbHbin  dopmaTt [Mpumep

message Body VYes String "Payment was successfully processed”

MNpumep nonHoro oteeTa - JSON (ycnex):

{

"status”: "success”,

"message”: "Payment was successfully processed”

}
Mpumep nonHoro otBeTa - JSON (0OLIMOKA):
{

"status”: "error”,

"message”: "Error in payment processing”

}

### KoHeyHana Touka: POST /internal/payment

### AyTeHTudmkauus

- Ansa poctyna K AP| TpebyeTcsa ayTeHTUdMKaLMA C NOMOLLbIO Kntova API.

### OrpaHnyeHune CKopocTu
- OrpaHnyeHune ckopocTn Bbi3oBoB API HeT.

[MapameTpbl

KommeHTapuu

Status message



MapameTtp rpe O6sasatenbHbin  dopmat [pumep KommeHTapuu

Authorization Header Yes String "Internal-API-Key-123456789" Internal API key
order_id Body Yes String "ORD-12345" Order ID
customer_id Body Yes String "CUST-12345" Customer ID
amount Body Yes Number 100.00 Payment amount
currency Body Yes String "UsSD" Payment currency
payment_method Body Yes String "CreditCard” Payment method

MNpumep 3anpoca:

{
"order_id": "ORD-12",
"customer_id": "CUST-234",

"amount”: "10",

"currency”: "RUB",



"payment_method": "CreditCard"

}

CTtaTycCbl OTBETOB:
e 200 OK: Internal payment successfully processed
¢ 400 Bad Request: Incorrect request data
e 401 Unauthorized: Invalid internal API key
e 404 Not Found: No payment method was found
e 500 Internal Server Error: Error processing internal payment

MNapameTpbl oTBETa (B BUAE Tabnuubl):

Mapametp [Ipe O6asatenbHbii  dopmar [pumep KomMmmeHTapuim
status Body VYes String "success"” or "error” Status of the payment request
message Body VYes String "Internal payment successfully processed” Status message

Mpumep nonHoro oteeTa - JSON (ycnex):

{

"status”: "success”,

"message”: "Internal payment successfully processed”

}



Mpumep nonHoro otBeTa - JSON (0LIMOKA):

{

"status”: "error”,

"message”: "Error processing internal payment”



